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COMM-PAS-021 JA2 
Roles 

 
1) Roles give users access to specific areas of the system and allow users to perform specific 

actions within different vaults. 
2) MasterControl has two types of Roles that can be assigned to a user. 

a) View Only (VO) Role  Allows a user these Applications and Rights within specific 
dft (draft) and rel (release) Vaults. 

b) VO Applications and Rights 
i) Documents 

(1) Explorer 
ii) Portal 

(1) InfoCard 
(2) My Recent 
(3) Portal Search 

iii) Process 
(1) Start Task 

iv) Training 
(1) Approve Training 
(2) My Training 

c) Power User (PWR) Role  Allows a user these Applications and Rights within specific 
dft (draft) and rel (release) Vaults. 

d) PWR Applications and Rights 
i) Documents 

(1) Approve Packets 
(2) Explorer 
(3) Manage Documents 
(4) Start Task 
(5) Tracking 
(6) View Reports 

ii) Portal 
(1) InfoCard 
(2) My Recent 
(3) Portal Search 
(4) Public Virtual Folder 

iii) Process 
(1) Approve Forms 
(2) Scheduled Tasks 
(3) Start Task 
(4) Tracking 
(5) View Reports 

iv) Training 
(1) Approve Training 
(2) Group Signoff 
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(3) My Training 
(4) Tracking 
(5) Training Folders 
(6) View Reports 

3) To view the list of Roles in MasterControl 
a) Click on Portal in the navigation menu 

 
 

b) Select the Open button in the Roles tile. 

 

 

 

c) Under Actions, select the Details icon ( ) beside a Role Name.  This will display a list of 
Applications and Rights for a user. 
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4) Selecting the Audit ( ) icon under Actions will show a log of changes made to the specific 

Role. 

Role Audit Log: 
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5) In order to edit Role information, add or remove users to a Role, select the Edit ( ) icon.  
Here, Users and Role Rights can be added or removed.  See the Edit Security Role page 
below. 

 

a) Use the arrow buttons  or , to move one, groups of two, or more between the 

available and assigned rights boxes at the same time.  Use the double-arrow buttons 

or  to move the entire group of available rights to the assigned rights (and vice versa) 
at once. 

b) See example below. 
 

 
 

Approve Immediately and Check-In InfoCard are R -Equipment-
that can be granted by selecting and moving them to the Assigned Vault Rights box. 

 

For each Application listed and selected in the 
Application field, there is a different set of 
Available Rights to select and move to the 
Assigned Rights field. 
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c) Notice the Role Owners field on the top right of the Edit Security Role page.  Role 
owners are the only users who can see the Role. 

6) Creating a Role 
a) To create a new PWR (power user) Role, click the plus sign ( ) at the top of the Roles 

page. 

 
PWR User Role 

 
VO User Role 

 
 

b) A new Role can also be created by coping an existing Role.  Select the copy icon on the 
Roles list page beside the desired Role. 

 

Notice there are many more options in the Application and Available Rights fields 
of the new PWR role in comparison to those in the new VO role. 

Limited options in the Application and Available Rights fields for VO Role. 

VO Role Button 
PWR Role Button 
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c) A copy is created below the original. 

 
 

d) Select the edit ( ) icon and edit the Role as needed, including changing the Role Name 
and Description for the new Role. 

 
 
7) If a user needs an additional Right that is not included in the already-assigned Roles, a new 

individual role can be created and assigned that contains that particular right. 
 




